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Qualification is also apt, because as explained below, other docirines, iKe
humanitarian intervention, are recognized by some governments and schol-
ars, but are not yet generally recognized, nor, to this point, recognized by the
U.S. government as a legal doctrine and not just a policy prescript. States
also continue to resort to force without necessarily asserting a traditional
legal basis for doing so. In some instances, the United States has in effect
asserted a totality of the circumstances and adherence to the UN Charter
principles as a basis for the use of force. Finally, even where lawyers agree
on the law, they may not agree on the facts that underpin the assertion of
that doctrine. In other cases, notably Israel’s 1981 Osirik raid, legal assess-.
ments have evolved with the benefit of hindsight as seen through the lens of
contemporary threat. ‘

In addition to falling within a lawful construct, under international law
the resort to force must also be necessary and proportional to the act giving
rise to the right to use force. That is, peaceful mechanisms of resolution must
be exhausted and the means, duration, and intensity of the force used can-
not exceed that which is reasonably necessary to address the precipitating
wrong.3

a. Self-Defense i

Scholars, practitioners, and governments have long recognized a right of
self-defense and of collective self-defense, in the case of requests for assis-
tance where the requesting state has a lawful basis to act in self-defense.
Classic U.S. illustrations of the exercise of the right after the UN Charter’s
adoption in 1947 include the invasion of Afghanistan in response to 9/11 and
the 1986 U.S. air strikes on Libya following the La Belle bombing in Berlin,
which targeted U.S. service members. However, scholars and governments
have also long debated the threshold for resorting to force in self-defense in
light of the UN Charter’s limitation on the threat or use of force.3¢ By exten-
sion the same is true of the right of collective self-defense where one state
requests the assistance of another in defending itself. The scope of the right
takes on heightened importance in light of the threat that jihadist terrorists
may obtain and use weapons of mass destruction as well as the advent of
additional and dangerous governments obtaining nuclear weapons.

Article Art 2(4) of the Charter states that

All Members shall refrain in their international relations from the threat
or use of force against the territorial integrity or political independence
of any state, or in any other manner inconsistent with the Purposes of
the United Nations.

Thus, as a baseline, the Charter is generally understood to prohibit the uni-
lateral use of force, at least to the degree that force threatens “the territorial
integrity or political independence of any state.” Note as well that the Charter

Pronioits tne threat of Iorce and Not JUst 1ts actual use. As a resuit, the mean-
ingful application of law requires national security lawyers to participate in
the consideration of diplomatic options as well as military options. In the-
ory, as well, the recipient of an overt or secret diplomatic threat of force
should realize that if there are constraints on the subsequent use of force
they derive from policy or diplomatic limitations and not the law.

However, Article 2(4) is also qualified by other Charter articles, such as
those pertaining to the Security Council’s Chapter VII powers (Action with
Respect to Threats to the Peace, Breaches of the Peace, and Acts of Aggres-
sion) and regional organizations in Chapter VIII (Regional Arrangements).
With respect to self-defense, Article 51 of the Charter recognizes that

Nothing in the present Charter shall impair the inherent right of individ-
ual or collective self-defence if an armed attack occurs. Measures taken by
Members in the exercise of this right of self-defence shall be immediately
reported to the Security Council. ...

Historical examples of such assertions by the U. S. government include Libya
(1986), Iraq (1993), Afghanistan and Sudan (1998), and Afghanistan (2001)
(although as discussed below the Sudan portion of this response might also
be addressed in the construct of anticipatory self-defense). In each case the
U.S. government filed an Article 51 report stating that the United States was
exercising its right of self-defense.

The critical terms are “inherent” and “armed attack.” For lawyers embed-
ded in textual interpretation, this is critical text, for if there was an inher-
ent right of self-defense before the Charter, the Charter arguably could not
have extinguished that right even as the Charter seeks to limit that right to
instances of armed attack. Two related issues arise. First, must an actual
armed attack occur before a state may act in lawful self-defense, and if so,
what constitutes “armed attack?”3” Second, must a state wait for an attack to
occur before defending itself, or does the inherent right of self-defense found
in customary international law include a right to defend in anticipation of
an armed attack?

For lawyers, debate over the meaning of “armed attack” centers on the
International Court of Justice’s decision in Nicaragua v. United States (1986).
In the case, the government of Nicaragua sued the United States on the
grounds that the United States had violated international law - includ-
ing the territorial integrity of Nicaragua - by providing arms and training
to the Contras and by mining Nicaraguan harbors in 1983.38 The United
States defended on the grounds that its actions were taken at the request
of El Salvador and in the collective self-defense of El Salvador. Prior to any
U.S. activities, El Salvador was the subject of cross-border incursions by San-
dinista forces. Indeed, Nicaragua was supporting forces within El Salvador
seeking to overthrow the elected government in San Salvador.



The ICJ ruled in favor of Nicaragua. Although there were multiple opin-
ions, a majority of the court took issue with the clarity and transparency of
El Salvador’s request to the United States for collective assistance. Further,
the court concluded that Nicaragua’s incursions into El Salvador and its
support for the Marxist insurgents in that country did not meet the thresh-
old of “armed attack” under the Charter. Assistance to rebels in the form of
weapons or logistical support “may be regarded as a threat of use of force, or
amount to intervention in the internal or external affairs of other states,” but
it did not amount to armed attack. Thus, the U.S. use of force in response
was not necessary or proportional. Nor did Nicaragua’s actions give rise to a
right to use military force in collective self-defense. The court did not seem
to care that the objective of the insurgents was the overthrow of the elected
government of El Salvador.

For those who seek clarity in law and find comfort in text, “armed attack”
is a seemingly attractive threshold. “Armed attack” has evidentiary grain. It
is, in theory, apparent to the world, and does not depend on subjective judg-
ments about potential risk. For lawyers, it is also the nomenclature used in
the Charter and in existing international “case law”; in other words, in those
limited manifestations of international law found in text. But as Nicaragua
illustrates, the threshold is not as clear as one might presume in practice.
Moreover, it is not reflective of operational law, because it fails to account
for customary law and state practice. In particular, the ICJ’s 1986 character-
ization of the factual predicate for armed attack is inconsistent with state
practice in responding to terrorism before Nicaragua and certainly after-
ward. States, including the United States, have asserted a right to respond
in self-defense to singular acts of “terrorist” violence. Although total in reach
and final for their victims, many of these incidents are clearly less significant
threats to the territorial integrity and political independence of the attacked
states than was an armed insurgency intended to overthrow an elected gov-
ernment. Second, the court’s approach did not squarely address the evolving
doctrine of anticipatory self-defense.

b. Anticipatory Self-Defense

Long before the Charter, let alone September 11, states recognized in mil-
itary doctrine and law a need to preempt imminent attack, and in some
cases the possibility of attack, rather than await the confirmation of armed
attack. This is conceptually illustrated, for example, in the war plans of the
European alliances prior to World War I. The German Schlieflen Plan, and
those of other nations, was triggered not by actual attack, but by indica-
tions of the mobilization of national armies that might attack. The nature
and necessity of reserve mobilization and the dependence on train transport
to reach tactical and strategic positions meant that states felt compelled
to respond to mobilization with countermobilization. The cascading effect

Iesuilcd 11 aruues auuupuuug LIIC 11CCA L0 delena not ﬂCCCSSarlly pasea on
concrete intelligence of hostile actions or intent, but based on mobilization
necessities. 39 For without countermobilization there might be no opportu-
n1ty to defend. Of course, the mobilization itself might in turn confirm hostile
intent, leading to a circular march toward war.

For American lawyers the study of anticipatory self-defense usually starts
with Secretary of State Daniel Webster’s response to the Caroline incident
of 1837. The Caroline was a private U.S. merchant ship used by U.S. sym-
pathizers to run arms and supplies to Canadian rebels.*® The supplies were
shuttled to Navy Island located in the middle of the Niagara River where
the rebels had retreated and were regrouping. During a lull while the ship
was moored in New York, a British raiding party crossed the Niagara, set
the Caroline on fire, and sent the vessel over Niagara Falls. Two Americans
were killed in the process. The raiding party then withdrew to Canadian
soil.

In the course of the next five years, the United States demanded redress.
The British government defended the raid on the ground of anticipatory
self-defense. Secretary of State Daniel Webster disagreed, arguing that the

raid was neither in self-defense nor in anticipatory self-defense. He wrote
his counterpart,

It will be for that Government to show a necessity of self-defence instant,

overwhelming, and leaving no choice of means, and no moment for

deliberation. ... It will be for it to show, also, that the local authorities of

Canada, - even supposing the necessity of the moment authorized them

to enter the territories of the United States at all, - did nothing unreason-

able or excessive; since the act justified by the necessity of self-defence,
. must be limited by that necessity, and kept clearly within it.4!

Here Webster identified the essential and related elements of anticipatory
self-defense: imminence, necessity, and proportionality. Indeed, regardless
of the predicate justification for resorting to force, under international law,
the use of force must be necessary and proportional in relation to the conduct
addressed. These terms are not authoritatively defined, and scholars and
practitioners continue to debate their meaning as applied. Indeed, lawyers
generally agree that' Webster’s formulation is too restrictive, placing too
much emphasis on the immediate, near instantaneous, nature of the threat.
This is certainly true with the advent of modern weapons like ICBMs and
secret weapons like WMD, where lack of knowledge of the need to defend
may well prevent any prospect of effective defense.

As stated at the outset, necessity requires the reasonable exhaustion of
peaceful remedies with no reasonable possibility of peaceful means of res-
olution before a state resorts to force. Proportionality posits that states will
not resort to a level of force beyond that which is reasonably necessary,



in magnitude, scope, and duration, to deter or negate the predicate act. in
general, countermeasures, of which force is the most extreme, should par-
allel the offending event; for example, the imposition of a trade restriction
in response to an unlawful tariff. However, “an unrelated response is not
unlawful so long as it is not excessive in relation to the violation.”*

Hlustrated in the context of the Caroline, the British response was
arguably necessary and proportional. On the one hand, because peaceful
remonstration to U.S. authorities regarding violations of Canadian terri-
tory went unheeded, military action was necessary. The response was also
arguably proportional, because the use of force was limited to the destruc-
tion of the offending vessel; an invasion of New York, on the other hand,
would have been disproportionate to the predicate offense. On the other
hand, the U.S. actors had not directly attacked Canada nor manifested intent
to do so. Forecasting the ICJ's later Nicaragua opinion, the crew of the
Caroline had not crossed the threshold of “armed attack.” They had supplied
those who would do so in Canada; in doing so they may have had commer-
cial as well as ideological reasons. As importantly, the British arguably could
have accomplished their goal through lesser means by increasing the pres-
sure on Washington to stop its citizens from interfering in Canadian affairs
or by disabling the vessel and not by killing the Americans on board.

Today, the concept of anticipatory self-defense is generally accepted
as black-letter law by most governments and scholars, notwithstanding
Nicaragua. Moreover, the elements are generally agreed upon: an imminent
threat of attack, a necessity of responding with military force to prevent the
attack, and a resort to force that is proportional to the anticipated threat or
to effectively deter the attack. The “classic” post-Charter example of antici-
patory self-defense remains the 1967 Arab-Israeli Six-Day War. The govern-
ment of Israel correctly assessed that the combined armies of Egypt, Syria,
and Jordan were preparing to invade. Israel struck first, destroying much of
the Egyptian Air Force on the ground as well as securing the Golan Heights
and the Sinai.

The application of law to fact, however, is usually more controversial,
especially in defining imminence. This is illustrated by the 1981 Israeli air
strike that destroyed Iraq’s nascent nuclear reactor at Osirik. At the time,
this attack was uniformly condemned on legal grounds. The United States
joined a unanimous Security Council (UNSCR 487, 19 June 1981) “Strongly
condemnling] the military attack by Israel in clear violation of the Charter
of the United Nations and the norms of international conduct.” Legal criti-
cism of Israel centered on the apparent absence of an imminent threat. The
reactor was not yet operational. Indeed, the government of Israel acknowl-
edged its judgment that the plant was eight months away from completion.
Nor was there an apparent demonstration that Iraq would be capable of

using the plant to proauce weapons-graae nSsSue [Mdalerldl, dild tiere was
no indication that Iraq possessed (at least at the time) a present intent to
thrgaten or attack Israel.

Legal judgments depend on factual predicates. Determinations regard-
ing the necessity and proportionality involving resort to force are contextual.
They also entail judgments regarding the expected behavior of the recipient
state. The United States has long held that such judgments must be made and
evaluated in the context of historical practice. Where an equivalent measure
of force may deter one actor, another actor may demonstrate over time that
only a magnification of responsive force will terminate the unlawful action, a
point demonstrated repeatedly by the actions of dictators like Hussein and
Milosevic. Therefore, lawyers evaluating policy options resorting to force
must understand and apply the policy and intelligence judgments influenc-
ing policy options and not just abstract law.

If policymakers believe a symbolic show of force (for instance, a fly-by)
will accomplish the permitted goal, a lawyer will find it difficult, applying
the principle of necessity, to concur in a significant use of force, such as
the bombing of national-level military targets in a capital city. These judg-
ments may be particularly hard to make in the context of anticipatory acts of
self-defense, where the threat may be ill defined, inchoate, or unstated, but
nonetheless instant and sudden if realized, as in the case of a WMD threat.
These judgments are also difficult in an asymmetric terrorist context, where
terrorists do not resort to ordinary military methods of command, mobiliza-
tion, and attack, making it harder to discern the moment at which an attack
is imminent and to discriminate between responsible actors and civilians
in response. Thus, for lawyers, judgments about proportionality and neces-
sity are hard to reach in the abstract without an appreciation for the policy
context, policy views, and factual context. Sound national security process
should therefore include a meaningful opportunity for the national secu-
rity lawyer to engage policymakers and intelligence officials on the facts to
inform judgments about the law.

The United States considered the prospect of catastrophic attack dur
ing the Cold War. However, the nature of the weaponry and the doctrine
of Mutual Assured Destruction negated, in theory, any rational basis for
launching a first strike, or defensive strike, in anticipation of attack. Assum-
ing rational actors, the defense of the United States (and presumably of the
Soviet Union) was not based on predicting the where and when of the oppo-
nent’s attack and then preemptively striking first. Rather, defense was based
on maintaining an arsenal with sufficient redundancy, mobility, and secrecy
to guarantee the destruction of the opponent’s government, cities, and mili-
tary infrastructure in the event of an attack. Anticipatory self-defense ceded
priority to Mutual Assured Destruction. But Mutual Assured Destruction



means nothing to jihadists who affirmatively seek the assured destruction
of their enemies, their populations, and their governments.

The ICY's threshold for armed attack, to the extent it ever accurately
reflected customary international law, is hopelessly outdated when a sin-
gle vector might carry the smallpox contagion, or a suitcase-sized nuclear
device could kill hundreds of thousands of people. The time to react and
defend is not clear. There are no mobilization train schedules to watch and
to warn. In this context as well, Secretary Webster’s characterization of the
predicate for exercising the right of anticipatory self-defense, “no moment
for deliberation,” seems firmly planted in the nineteenth rather than the
twenty-first century. Neither the ICJ nor the Charter, and surely not Daniel
Webster, anticipated the possession of weapons of mass destruction by non-
state actors. This dynamic compels states to respond to indicators of intent
and possibilities, as opposed to deeds of action. The risks of mass casual-
ties preclude waiting for confirmation of armed attack. Where Webster had
years to formulate his positions before transmitting them by letter across
the Atlantic, lawyers and policymakers today may literally have minutes to
do the same as they react to inchoate intelligence indicators.

c. From Anticipation to Preemption

The United States has sought to address this new threat in legal practice
and doctrine. This evolution began in the mid-1990s when the U.S. govern-
ment determined that it would apply not just the tools of law enforcement
against the Al Qaeda threat but also the law of armed conflict, including the
right of anticipatory self-defense. As noted earlier, this legal determination
did not become public until after the 1998 Embassy bombings and the sub-
sequent U.S. response. In August 1998, the United States conducted missile
strikes against targets in Afghanistan intended to disrupt Al Qaeda by killing
its command, including Osama Bin Laden. The strikes were described,
and defended using the nomenclature of self-defense and anticipatory self-
defense, not law enforcement.*?

As important to the development of the law as this paradigm shift was
the change in actual U.S. practice. Concurrent with the U.S. strikes against
Al Qaeda in Afghanistan, the United States attacked and destroyed the Al-
Shifa pharmaceutical plant in Khartoum, Sudan. From the Oval Office the
president stated:

We also struck a plant in Khartoum, Sudan, that was linked by intel-
ligence information to chemical weapons and to the Bin Laden terror
network. The strikes were a necessary and proportionate response to
the imminent threat of further terrorist attacks against U.S. personnel
and facilities, and demonstrated that no country can be a safe haven for
terrorists.

Here one detects an €mort Dy ne unitea states to aAaapL ANe Lradillonal aoc-
trine of anticipatory self-defense to the untraditional threat of WMD attack
by jihadist vectors. The United States also asserted a parallel right in the
exercise of anticipatory self-defense to attack states that aided, or might aid
and abet terrorists, at least those intent on WMD attack. In short, the United
States argued with respect to Sudan that it could not wait for an armed
attack, nor could it wait to determine whether an attack using chemical
weapons developed in Sudan was imminent, ‘as that term was previously
understood.

Like Israel at Osirik, the United States could not hope to pinpoint the
moment at which the plant would produce viable chemical weapons. Nei-
ther could the United States be confident it would detect the time and place
where weapons or precursors might be transferred to third parties. Once in
third hands, the United States could not track the weapons to determine in
what manner they might be used. Thus, while the intelligence picture was
incomplete, depending in part on information and in part on intelligence
judgment, the security syllogism was complete. Al Qaeda had attacked the
United States before and vowed to do so again. The United States had infor-
mation that Al Qaeda was seeking chemical weapons. The United States
possessed intelligence indicating, but not confirming, that Al-Shifa was the
site of chemical weapons activity. The United States had information linking
Osama Bin Laden to the Sudanese regime and which the DCI judged linked
Bin Laden to the Al-Shifa plant. From the standpoint of national security
decision-making the president’s choice was evident, and more so today, than
at the time; the intelligence judgment less so.

However, the U.S. legal message was lost in part because of variances in
U.S. statements explaining the strikes as well as the corresponding skepti-
cism regarding the quality of the intelligence linking the Al-Shifa plant to
chemical weapons and to Bin Laden. As a.result, it is hard to tell whether
the absence of legal objection reflected a degree of state and scholarly
acceptance of the U.S. legal argument, or whether it merely reflected that
the focus of criticism was on the intelligence underpinnings behind the
strike and lingering doubts that the United States had struck a civilian
target.

September 11 would renew debate regarding the thresholds for antici-
patory self-defense. This time the immediate catalyst was not practice, but
the president’s proclamation of a “preemption doctrine.” The doctrine found
textual manifestation in 2002 in the National Security Strategy of the United

States of America, previously an unremarkable report to the Congress.* The
Strategy stated:

For centuries, international law recognized that nations need not suf-
fer an attack before they can lawfully take action to defend themselves



against forces that present an imminent danger of attack. Legal schol?rs
and international jurists often conditioned the legitimacy of preemption
on the existence of an imminent threat — most often a visible mobilization
of armies, navies, and air forces preparing to attack. We must adapt the
concept of imminent threat to the capabilities and objectives of today’s
adversaries.

We make no distinction between terrorists and those who knowingly har-
bor or provide aid to them.*

The report left no doubt on the competence to determine necessity.

The United States has long maintained the option of preemptive actions
to counter a sufficient threat to our national security. The greater the
threat, the greater the risk of inaction - and the more compelling the case
for taking anticipatory action to defend ourselves, even if uncertainty
remains as to the time and place of the enemy’s attack. To forestall or
prevent such hostile acts by our adversaries, the United States will, if
necessary, act preemptively.*

These same themes were presented in the National Security Strategy Report
for 1999, before 9/11. Indeed, without citation it might be hard to distinguish
the text in the documents.

America must be willing to act alone when our interests demand it, but
we should also support the institutions and arrangements through which
other countries help us bear the burdens of leadership.

But we must always be prepared to act alone when that is our most
advantageous course, or when we have no alternative.

As long as terrorists continue to target American citizens, we reserve
the right to act in self-defense by striking at their bases and those who
sponsor, assist or actively support them.

The decision whether to use force is dictated first and foremost by our
national interests. In those specific areas where our vital interests are at
stake, our use of force will be decisive and, if necessary, unilateral.... We
act in concert with the international community whenever possible, but
do not hesitate to act unilaterally when necessary.*’

If there are differences between the preemption doctrine and pre-
vious assertions of U.S. legal competence to act in anticipatory self-
defense they are found in two areas. First, with preemption there is a
presumption of uniform application, suggested by the elevation of t'his legal
policy to “doctrine.” Second, the threshold for resorting to preemptive force
is apparently lower in practice than anticipatory self-defense, which is to say
in the case of Iraq, described by some as a preventive war.

>

Where the governments lawyers described the ZUU3 mvasion of lraq
using the nomenclature of UNSC resolutions and anticipatory self-defense,
the president used the language of preemption.

If the Iragi regime is able to produce, buy, or steal an amount of highly
enriched uranjum a little larger than a single softball, it could have a
nuclear weapon in less than a year. And if we allow that to happen. ... He
would be in a position to threaten America. ... Knowing these realities,
American must not ignore the threat gathering against us. Facing clear
evidence of peril, we cannot wait for the final proof — the smoking gun -
that could come in the form of a mushroom cloud.*®

What do Al-Shifa and Iraq tell us about U.S. legal policy, if anything, at
this time? First, there is continuity between Al-Shifa and Iraq. Both uses
of force were directed (at least in part in the case of Iraq) at preventing
terrorists from obtaining weapons of mass destruction. In both cases the
U.S. action was predicated on intelligence judgments rather than factual
certainties, and in both cases the intelligence predicates were subsequently
put into question. However, there are differences as well in nomenclature
and perhaps in the application of imminence. In the case of Al-Shifa, for
example, the U.S. government held the view that the potential transfer of
chemical weapons could be imminent in the traditional sense of the word. In
the case of “preemption” the role of imminence is uncertain. The president’s
2003 State of the Union Address seemed to suggest that imminence had been
dropped from the legal equation altogether.

Some have said we must not act until the threat is imminent. Since when

have terrorists and tyrants announced their intentions, politely putting
us on notice before they strike?

At minimum, the preemption doctrine appears to apply a lower threshold
not only of imminence but also of factual judgment as to when force may be
used. The vice president, for example, is reported to have said in 2001: “If
there is a one percent chance that Pakistani scientists are helping Al Qaeda
build or develop a nuclear weapon, we have to treat it as a certainty in terms
of our response.”®

After Iraq, the question is whether there is something more to preemp-
tion, or less (depending on how one looks at the equation) than anticipa-
tory self-defense. Doubt arises because the doctrine has been described in
different contexts in different ways. Lawyers tend to describe the preemp-
tion doctrine using the traditional vocabulary of imminence, necessity, and
proportionality as in the National Security Strategy of 2002. Moreover, the
2006 National Security Strategy, in turn, seeks to place the concept within
the framework of anticipatory self-defense:

Yet the first duty of the United States Government remains what it always
has been: to protect the American people and American interests. It is









